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WIN THE INNOVATION BATTLE

Software developers use open source and third party components to be more compet-
itive and speed time to innovation. Because of this, open source usage is massive and
it's growing. Over 7,000 new projects and 70,000 open source components (versions)
are released each week and in 2016 alone, there were over 100 billion download re-
quests for Java, npm, PyPI, and RubyGem components from public repositories. In fact,
80% of a typical application is comprised of open source components.

Sounds great, right? Well not everything is perfect. Many of the components being
downloaded have known security vulnerabilities, 1in 16 to be exact. So, how do you
ensure that you are taking advantage of all the good that open source has to offer but
none of the bad?
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Over 100 billion 200,000+ 1in 16
download components downloaded open source component
requets of Java, npm, PyPI, by an average company downloads contain a
and RubyGems in 2016 annually known security vulnerability




SECURE OPEN SOURCE
COMPONENTS

According to a recent DevSecOps survey:

= e 9

50% increase Only 57% 88% of organizations
in verified or suspected of organizations are worried about
breaches have open source container security
related to open source governance policies but only 47% have imple-
components from in place to keep bad mented security products
2014-2017 components out of their to identify vulnerabilities in
software supply chains containers

“By 2019, more than 70% of enterprise DevOps initiatives will
Gartner have incorporated automated security vulnerability and configu-
ration scanning for open source components.”
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The Nexus Platform helps you accelerate DevOps early,
everywhere, at scale with precise component intelligence.
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Early Everywhere Scale
Nexus delivers intelligence Nexus accelerates DevOps Automate security in a
within existing developer by integrating with the DevOps pipeline with
workflows and vetted most widely used tools at precise component
components can be every stage of the intelligence.
automatically quarantined development pipeline.

based on policy.

Precise Intelligence
The Sonatype Data Research team uses a combination of automated analysis

and human curation to identify vulnerabilities associated with open source software.

Combined with patented identification algorithms, Nexus is architected to produce
no false positives or negatives.
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NEXUS PLATFORM -
Early, Everywhere, at Scale

R]

Nexus Firewall Nexus Repository Nexus Lifecycle
Vet parts early and stop Organize and store parts Empower teams and
defective components in a universal repository infuse every phase of
from entering your and share them across your pipeline with precise
DevOps supply chain the DevOps pipeline component intelligence




NEXUS PROVIDES VALUE
ACROSS THE ENTIRE
DEVELOPMENT PIPELINE.

Public Component
Repositories

Release

Developers
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EARLY

Block bad parts at the earliest possible point.

« Shield development from easily avoidable waste and risk with a clean repository.

« Accurately and automatically check each component downloaded to your Reposito-
ry Manager against your policy.

« Components age more like milk than wine, so they are rechecked against your poli-
cies across staging repositories.

« Constantly updated, privately curated component intelligence covering vulnerability,
license, version and other data reduces false positives and speeds remediation.




Block undesirable components Quarantine unapproved
being downloaded from public components for further review.
repositories.
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Check each component download Policy enforcement continues
request against your policy. across staging repositories.

Accelerate DevOps, Early, Everywhere, at Scale 9



10

EARLY

Maintain a trusted repository with Repository Health
Check.

« Repository Health Check (RHC) provides up-to-date component intelligence, so
your teams make informed decisions early on.

« View the top five components in need of remediation, prioritized by the severity
and impact of the vulnerability.

« Learn how often a component is being downloaded and view trending information
over time.

« Quickly learn the best way to remediate a vulnerable component, i.e, replace it or
update it with a new version.

- Easily avoid known security and license issues for Maven/Java, npm, NuGet, and
PyPI components before they are used in your applications.




Number of downloads by month and the percentage
that are vulnerable. See comparison to same
month, previous year.
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Top 5 most vulnerable View criticality of the vulnerable Information on how best to
components in your repository. components and trending infor- remediate the vulnerable
mation for how often that com- component.
ponent has been downloaded in

- @ the last 30 days.

Accelerate DevOps, Early, Everywhere, at Scale 11



EARLY

Empower developers to choose the best,
safest components.

+ Help developers make better, safer component choices early in development.
« Deliver component intelligence to developers in the tools they use every day.

« Choosing a safer component is as easy as using a spell-checker. Just one-click in
your IDE.

- Early detection and remediation prevents unplanned work, security breaches and
maintainability issues.
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Easily spot risk associated with a Color indicates component
particular component. risk severity including security,
license and quality.

= struts2-core:2.3.4

£ Policy Violations

Palicy Constraint Summary
I PCI 30 day CVSS Scare Found L0 Security Vulnerabllities with Severity >= 7
anopu[ar Popularity Relative Popularity was 13%

# License Analysis

Threat Level Declared License(s) Observed License(s)
I Liberal Apache=2. Apache-2.0

. Problems Javadoc @ Component Info 2 /=) Console ENs BPEH S

Struts, 192 components (84 shown, 108 filves

Component .

 commens-fileupload - 1.2.2 ] Gl A ADAGcHtrueS v, TmaVwen. - Meast )

Cdwr = 1.1.1 © Asmitact: strutsd-core Pegularty T '

{7 spring-web - 3.0.5.RELEASE ] Version; 234 TSR SR o 1 | |

1 struts-core - 1.3.10 | | Overiddan Licanse: = Licensa Rigk Ll LUl EEEEEEEEE

= stras2-core - 2.3.4 [ | Declared License: Apache-2.0 Souryaens L ppRRRRRREREERERREER bR

 strurs2 -rest-plugin - 2.3.4 [ ] Obsarved Licems: Apache2.0 Nl ddddddds ldd 4 1d4dddddd

: )u:n:uk.—r::ue}—_z.5.-;L | | Highest Poiicy Thvest: [T within 2 policies o i 23183

a j:';sf': g = Highest Securiry Thvoat: [T within 19 security Issues

(* struts2-dojo-plugin - 2.3.4 ] Catioged; 2 years age

= antlr - 2.7.2 Mazh State: 8X8E1

(= aopalliance - 1.0 Igentfication Scurce: Sonatype

i an = 0 i s Migrat

(" asm-commons - 3.3 o) grate
Define precisely when the policy Details are easy to see and Simply slide the selector to the
applies and what actions should  understand at-aglance. right until a component version
take place. meets your policy guidelines.
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(°) EVERYWHERE

Analyze and enforce policy automatically.

« Ensure that policies are enforced as components are consumed across a variety
of development tools, like Nexus Repository, Eclipse, Jenkins, Hudson, Bamboo,
Maven, SonarQube, GitHub, Chef, Puppet, Xebia Labs and more.

« Replace inefficient workflows and the burden of manual reviews.

« Ultilize ‘out-of-the-box’ policies to gain an immediate view of security, license and
quality risk.

« Customize policies to meet specific compliance goals or mandates.

« And do it all with automation that supports agile and continuous goals!
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Easily create custom policies Choose the applications or types
across the software life cycle. to which the policy should be
applied.
Policy Name Threat Level
Architecture-Compliancy 1]
INHERITANCE

This Policy Inherits to
(®) All Applications and Repositories

(O) Applications of the specified Application Categories in Company x
CONSTRAINTS

Constraint Name

Version is old OR Unpopular

Conditions
This constraint is in violation if

any of the following are true:
I| Age older than I 1 Years o
I Relative Popularity (Percentage) < I 30 o

+ Add Condition
+ Add Constraint
ACTIONS

ACTION PROXY DEVELOP BUILD STAGE RELEASE  OPERATE

Mo Action O (@) O O (@) O

A wam @A @A OF': O O O

O rai O o @) [OX @o ®o

Define precisely when the policy
- applies and what actions should
take place.
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(°) EVERYWHERE

Verify policy compliance by knowing what components
are in use and where.

« Injust minutes, create an accurate software bill of materials for each application.
« ldentify specific components and their dependencies.

. Gain access to name, license, age, popularity, known security vulnerabilities and
other metadata.

« Know the exact location of any component—no more searching to see if you are
impacted by a new vulnerability.
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An inventory of components Identify the component group,
ranked by license risk. Also avail- and the specific component and
able by security or quality risk. version used in any application.

MyApp - 2017-04-12 - Bujld Report

b

Summary Policy Violations Securily Issues License Analysis o

License Threat ~ Component Status
earch Licenses Search Component Search Status
GPL-2.0, Mot Supportad ) org.owasp.webgoat webgoat-container 7.0.1 Open
GPL-2.0, Mot Supported “J org.owasp.webgoat webgoat-container 7.0 Open
Not Declared, CODL-1.0 ' javax transaction : jla: 1.1 Open
Apache-1.1, No Sources Wecs:ecs: 14.2 COpen

CDDL-1.0 or GPL-2.0-CPE, No Sourca Licanse Tl javaxmail : mailapi : 1.4.2 Open

Not Declared, Apache-2.0 ) commens-collections : commens- jons : 3.1 Confirmed

S
I Not Declared, Apache-1.1 "4l commons-digester : commons-digester : 1.4.1 Open

Not Declared, No Sources ) axis : axis-ant : 1.2 Open
Apache-2.0, No Sources *4) commens-beanutils : commons-beanutils : 1.6 Open
Not Declared, Apache-1.1 l commens: discovery : commons-discovery : 0.2 Open
Not Daclared, Apache-2.0 "9 axis : eods-saaj: 1.2 Open
Not Declared, No Sources JjavaZhiml : j2h: 1.3.1 Open
CPL-1.0, No Source License " wsdld) : wsdlidj: 1.5.1 Open
Not Declared, Apache-1.1, Apache-2.0 ) axis ; axis 1 1.2 Acknowledged
CDDL-1.0 " javax.activation : activation : 1.1 Open
CDDL-1.0 or GPL-2.0-CPE, CODL-1.1 or GPL-2.0-CP1 () javax.mail : mail : 1.4.2 Open
LGPL-3.0, LGPL-2.1+, MIT W net.sourceforge jids © jids : 1.2.2 QOpen

Apache-2.0 ) commens-io | commons-io 1 1.4 Open
BSD-3-Clause, BSD ¢ hagldb - hsgldb : 1.8.0.10 Open

Apache-2.0 J) commans-logging : commons-logging : 1.0.4 Open

Color codes identify critical (red), severe (orange) and moderate (yellow) risk levels.
- Severity criteria is configurable based on policy settings.
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Visibility and transparency for quick remediation.

One dashboard easily filtered to support development, operations, security and
compliance.

Prioritize remediation and development work based on detailed intelligence.
« Track progress and trends for defects opened, fixed, waived, and discovered.

« Reduce your technical debt and ease the maintenance burden.
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View a list of all components that have policy Identify the total risk of each component as well
violations in a particular stage. Identify which as a breakdown by severity to determine which
apps include those components. components should be remediated first.

Filter Manage = Results

View =
b B Onohntaaticns ¥ | VIOLATIONS & COMPONENTS [ APPLICATIONS
+ M Applications 5 AFFECTED TOTAL
MAME APPS - RISK CRITICAL SEVERE MODERATE Low
» [ Application Categories 3
= Slagus teta | Commons-hitpclient : commons-hitpclient : 31 n [ >
[ an stages org.apache struls : struts2-assembly : zip : all : 2334 4 & »
Ll Buid
org.apache struts  struts2-blank : war : 2.314 l (3 >
[] stage Release
.apache.struts : struts2-sh Swar: 2304 a & >
|_| Rk org.apac strul Strul Showcase | war
) operate org.apachestruls | struts2-portlet : war : 2344 4 6 >
~ Policy Types 1804 org struts ; struts2-rest wor: 234 4 e 3
[ an policy types.
ais - axis 12 3 >
bl Security
org.apache. struts ; struts2-maileeader ; war ; 2.3.14 4 & b
[ vLicense
] quality cammar ions : 131 10 >
L otmer org.apache struts : struts2-core : 2314 4 3 >
b Vislation State
T commor jons jons : 3.21 ] >
b Palicy Theeat Level 2-1
org.apache struts cwork : xwork-core : 2,314 4 H
ergspringtramewerk : spring-context : 2.5.6.56C03 & >
org. rents ; hitp ;425 B >
org springframework ; spring-web ;: 2.5.6.56C03 6 & >
org.apache Jackrabbit : jackrabbitwebdav: 2.5.2 6 3
org springframework ; spring-web : 3.0.5.RELEASE 4 3 5
org.apache.struls : struts2-rest-plugin : 2.3.34 4 3 1
commens-fileupload : commons-fileupload : 1.21 & 2 >
Bpply  Revert  Cloar

Easily search for components based on

- @ application stage and policy types.
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SCALE

Continuously monitor for new defects.

« An automated early warning system to identify newly discovered defects.

- Detailed intelligence on vulnerabilities including precise root cause and component
dependencies.

« Ongoing monitoring and alerts of new vulnerabilities based on component, risk
level or applications affected.

- Improve incident response times with precise identification of components and
apps to be remediated.
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Easily spot the risk level and policy
violations.

SCOPE OF ANALYSIS

161 [ 8 ] 28 94
COMPONENTS IDENTIFIED POLICY ALERTS SECURITY ALERTS LICENSE ALERTS

B4% OF A Wi 45 APOMNENTS AFFE G12

@ SECURITY ISSUES

How bad are the vulnerabilities and how many are there?

Critical (7-10) Teet o 4 2 3 4 3 & T ® Cepesey Depn
Leva 1 I I [ ] ] 1 I
a< “ ; - The summary of security issues demonstrates the breakdown of 1@ .
s vulnerabilities based on severity and the threat level it poses to
Severe (4-6) B —— your application. > (RO
1 7 o I The dependency depth highlights quantity and severity and . @ e
= I I distribution within the application's dependencies.
Moderate (1.3) : ] O Y (Y [ O R e e
~ 3
1
ﬂ LICENSE ANALYSIS O
What type of licenses and how many of each?
Critical (8-10) Depenasncy Degm
The summary of license analysis demonstrates . .
the number of icenses detected in each
Severe (4-7) category. L
S e
category and the distribution within your
Moderate (1.3) application's dependencies. : e @
3 L
See vulnerabilities based on See licenses detected. Discover how deep issues
- @ severity and threat level posed. identified are in the dependency
R/ tree.
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INTEGRATE AT EVERY POINT

in your DevOps Toolchain

Continuous Integration IT Automation & Orchestration

@Jenkins {EBambOO % DC/0S O @ ﬁ:\\PuPPIEE *docmr SAL@CK

OPENSHIFT CHEF

Hudsonﬁ TG TeamCity ‘ redhat =RUNDECK m @ Xebial.abs

technologies ANSIBLE

Source Code Managers Public Repositories

== —_— npm|
o = = Nexus — # o
Q}git @Stash Repository | Firewall | Auditor | Lifecycle ,:‘ poer

Central

“ Build Tools Private Repositories Private Repositories

XD = ¢
% e(j]pse gl rﬁm ma ven “narqum \ = Nexus artifactory
Apache

pq) Visual Studio (¢} gradle ‘{‘j'vyg ¥IJIRA archiva ——

ZEPACME AMTS

IntellllDEA
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START YOUR JOURNEY

Got 5 minutes? Run a free Software Bill of Materials to
understand what components are being used in your
applications. www.sonatype.com/BoM

Summary Policy Violations Security Issues License Analysis [ - |
FILTER: m Exact  Similar Unknown  Proprietary VIOLATIOMS: All Waived
Poilcy Threat = Component Filename Popul.. Age Release History
Search Name Search Component Search Filename I— 12 years —|9
Security-High F ' axis : axis 1 1.2 axis-1.2 jar ° M5y
L]
' % comr llections : comm ions : 3.1 | © collectio... g 1.6y |
.
1) commons-fileupload : e load : 121 | commons-fileuploa... g | 9.3y g |
L
Component-Unknown 4  WebGoat-5.4.4.3-SNAPSHOT.war WebGoat-5.4.4.3-5... Mo Popularity Data
None ) axis : axis-ant : 1.2 axis-ani=1.2 jar . 1.5y I
L]
") axis : axis-jaxrpe: 1.2 axis-jaxrpe-1.2 jar . 15y |l I
' axis : axis-saaj : 1.2 axis-saaj-1.2.jar . 15y "I
“s) commons-beanutils : commans-beanutils : 1.6 commeons-beanutil... ® N5y |
4 commons-digester : commons-digester : 1.4.1 commons-digester... ° M6y .I
- [
4 comr I Y : COmMC di y:0.2 c discover... . 1.5y I -
4l commons-io : commons-io : 1.4 commeons-io-1.4.jar . 93y I .
;u commons-logging : commons-logging @ 1.0.4 commons-logging-... . 118y l |
Jecs:ecs: 1.4.2 ecs-1.4.2 jar . 15y [
f " example : example : dil : 1 RegexMatch.dil 1.0y Mo Popularity Data
£ 'y example : example-demo : zip : exampla : 1.1 Eclipse-Workspace. .. 1.5y Mo Popularity Data
%)) hsqidb : hsgldb : 1.8.0.10 hsqgldb-1.8.0.10 jar . BOY I

Sample Software Bill of Materials from Sonatype.
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http://www.sonatype.com/BoM
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Early Everywhere at Scale

Sonatype

Sonatype is the leading provider of DevOps-native tools to automate modern software supply chains. As the creators of Apache Maven, the
Central Repository, and Nexus Repository, Sonatype pioneered componentized software development and has a rich history of supporting
open source innovation. Today, more than 120,000 organizations depend on Sonatype’s Nexus platform to govern the volume, variety, and

quality of open source components flowing into modern software applications. Sonatype is privately held with investments from New Enter-

prise Associates (NEA), Accel Partners, Hummer Winblad Venture Partners, Morgenthaler Ventures, Bay Partners and Goldman Sachs.

Learn more at www.sonatype.com
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